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CONTENT OF THE PRESENTATION

m Data sharing in MISP
m Data models for the Data layer
m Data models for the Context layer




LAYERS OF DATA MODEL

m Data layer

» The raw data itself as well as element to link them together
» Indicators, Observables and means to contextually link them
» MISP terminology: Event, Attributes, misp-objects, ...

m Context layer

» As important as the data layer, allow triage, false-positive
management, risk-assessment and prioritisation
» Latches on the data layer, usually referencing threat

intelligence, concepts, knowledge base and vocabularies
» Tags, Taxonomies, Galaxies, ...




DATA SHARING IN MISP




SHARING IN MISP: DISTRIBUTION

MISP offers granulars distribution settings:
m Organisation only
m This community
m Connected communities
m ALl communities
m Distribution lists - aka Sharing groups

Sharing Group
«
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At multiple levels: Events, Attributes, Objects (and their
Attributes) and Galaxy-clusters



SHARING IN MISP: DISTRIBUTION
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DATA LAYER




DATA LAYER: NAMING CONVENTIONS

m Data layer
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Events are encapsulations for contextually linked information
Attributes are individual data points, which can be indicators
or supporting data.

Objects are custom templated Attribute compositions

Object references are the relationships between individual
building blocks

Shadow Attributes/Proposal are suggestions made by users
to modify an existing attribute

Sightings are a means to convey that a data point has been
seen

Event reports are supporting materials for analysts to
describe events, processes, etc



DATA LAYER: EVENTS

Events are encapsulations for contextually linked information
Purpose: Group datapoints and context together. Acting as
an envelop, it allows setting distribution and sharing rules
for itself and its children.

Usecase: Encode incidents / events / reports / ...

loT malware - Gafgyt.Gen28 (active) - 20190220 - 20190222

EventID
uuip
Creator org
Owner org
Creator user

Tags

Date

Threat Level

Analysls

Distribution

Info

Published
#hAtributes

First recorded change
Last change

Modification map

_ —=

178

5cBd21e5-bb60-47b7-b892-42e6350d2111
CIRCL

Training

andras Kiody@circlu

@ circlincident-classification="malware" x

S EIRY x| & osint:source-type="automatic-collection” x
@ adversary:Inrastructure-action="take-down" x [ @

2019-02-20
¥low

Completed

All communities I o<

10T malware - Gafgyt.Gen28 (active) - 20190220 - 20190222
Yes (2020-11-28 07:53:39)

2601 (296 Objects)

2019-02-20 09:66:24

2020-10-10 07:36:28

0 (0) - resricted to own organisation only. &



DATA LAYER: EVENT BUILDING BLOCKS - BASE




DATA LAYER: EVENTS

1 {

2 "date": "2019—02—20",

3 "info": "loT malware — Gafgyt.Gen28 (active)",
A "uuid": "s5c6d21e5—-bb60—47b7—b892—42e6950d2111",
5 "analysis": "2",

6 "timestamp": "1602315388",

7 "distribution": "3",

8 "sharing_group_id": "o",

9 "threat_level_id": "3",

10 "extends_uuid": "",

11 "Attribute": [...],

12 "Object": [...1,

13 "EventReport": [...],

1 "Tag": [...],

15 "Galaxy": [...]

16 }




DATA LAYER: ATTRIBUTES

Attributes are individual data points, indicators or supporting

data

7 Date
0 2016-02:23
0 2016-0223

o 20160223

0 2016-0223

Purpose: Individual data point. Can be an indicator or
supporting data.

Usecase: Domain, IP, link, sha1, attachment, ...

org

Eox
category
Network activity
Network activity
Network activity

Network activity

Type
domain

domain

fiters: [ File Network Financial Froposal Correlation

Value Comment Related Events
microsoftcom

google.com 25

cirellu

23.100.122.175 Derived from microsoft.com via the dns
enrichment module.

Distribution

Inherit

Inherit

Inherit

Inherit

*G
*C
*C W

[ch )



DATA LAYER: EVENT BUILDING BLOCKS - RAW DATA

Attribute

Attribute

Attribute




DATA LAYER: ATTRIBUTES
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18 }

"type": "url",

"category": "Network activity",

"to_ids": true,

"uuid": "s5c6d24bd—do9s—4dd6—a1b6—4fazgsod2111",
"event_id": "178",

"distribution": "s5",

"sharing_group_id": "o",

"timestamp": "1550656701",

"comment": "Delivery point for the malware",
"object_id": "o",

"object_relation": null,

"first_seen": null,

"last_seen": null,

"value": "ftp://185.135.80.163/",

"Tag": [...]

"Galaxy": [...]




DATA LAYER: MISP OBJECTS

Objects are custom templated Attribute compositions
Purpose: Groups Attributes that are intrinsically linked
together
Usecase: File, person, credit-card, x509, device, ...

0 2018-03-27 Payload delivery filename: putty.exe
filename

[ 201803-27 Other size-in-bytes: 774200
size-in-bytes

O 2018-03-27 Other entropy: 6.7264597226
float

() 2018-03-27 Payload delivery md5: b6c12d88eeb910784d75a5e4df954001
mds

[ 2018-03-27 Payload delivery shal: 561951 5e8fd92a254dd2dcdd9cab50afa8007b8f
shal N

[ 2018-03-27 Payload delivery sha256: 81de431987304676134138705(c1c21188ad7127ed 6b77a6551a86931944
sha256 85¢

[ 2018-03-27 Payload delivery sha512: e174ect4fffb36d30c2cc66h37182677d421244c924d5cof3912e0137d85332b
shas12 7d107d5acsbd19ch7fidcdbddebs06d488faa30664ef61016213970c163ccat

6
0 2018-03-27 Payload delivery malware-sample: putty.exe




DATA LAYER: EVENT BUILDING BLOCKS
COMPOSITION

Attribute
Attribute

Attribute

Object
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Object Attribute
Object Attribute

Object Attribute




DATA LAYER: MISP OBJECTS
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"name": "elf—section",

"meta—category": "file",

"description": "Object descrlblng a sect.
"template_uuid": "ca271f32 —1234—4€87— b24o 6b6e882de5de"
"template_version": "4",

"uuid": "absfoc85—-5623—424c—bco3—d79841700d74",
"timestamp": "1550655984",

"distribution": "g",

"sharing_group_id": "o",

"comment": "",

"first_seen": null,

"last_seen": null,

"ObjectReference": [],

"Attribute": [...]




DATA LAYER: OBJECT REFERENCES

Object references are the relationships between individual
building blocks
Purpose: Allows to create relationships between entities,

thus creating a graph where they are the edges and entities
are the nodes.

Usecase: Represent behaviours, similarities, affiliation, ...

P scope CEEEED #= Physics B isplay Y Filters Export "D History | domain: carvanadenver.com

@

Y

. & —
LY
file: 2018-10-09-downloaded-Word[...] e 20181000 oS Panda-Bank(..]

file: 2018-10-09-Hancitor-malwarf...]

connefted-to

Eoxw

attachment: 2018-10-09-Hancitor-{..]

L]
ip-port: sincirewdo.ru




DATA LAYER: OBJECT REFERENCES
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"uuid": "5c6d21f9 —0384—4bd2—b256—40de9s50d2111",
"timestamp": "1602318569",

"object_id": "1024",

"source_uuid": "23275e05—c202—460e—aadf—-819c417fb326",
"referenced_uuid": "absfoc85—5623—424c—bco3—d79841700d74",
"referenced_type": "1",

"relationship_type": "included—in",

"comment": "Section o of ELF"
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DATA LAYER: EVENT BUILDING BLOCKS - CONTEXT

Context

Attribute é

Attribute
Attribute Context

Object
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Object Attribute
Object Attribute

Object Attribute




DATA LAYER: SIGHTINGS

Sightings are a means to convey that a data point has been seen
Purpose: Allows to add temporality to the data.
Usecase: Record activity or occurence, perform loC

expiration, ...
Evenis
Slghtlljlgs e
CIRCL: 2 (2017-03-19 16:17:59)
No  wnrme — 7 / <]
{2/0/0)
No Inherit O R F e
{0/0/0)
1 {
2 "Org_id": II,III'
3 "date_sighting": "1573722432",
4 "uuid": "s5dcd1940—-5de8—4462—93dd—12a2a5e38e14",
5 "source": "",
6 "type": "o",
7

"attribute_uuid": "5da97b59—-9650—4be2—-9443—-2194a5e38e14"




DATA LAYER: EVENT REPORTS

Event reports are supporting data for analysis to describe
events, processes, ect
Purpose: Supporting data point to describe events or
processes
Usecase: Encode reports, provide more information about
the Event, ...

Event report: Winnti Group targeting uni

o - B

“This report s an excerpt meant for “The full report can link

Winnti Group targeting universities in Hong Kong
[

Inoeber 2019, s ccovers g

nnnnnnn




DATA LAYER: EVENT BUILDING BLOCKS - COLLABORA-
TION & INTELLIGENCE

Context

Attribute é

Attribute
Attribute Context

Object
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Object Attribute
Object Attribute

Object Attribute

Proposal

Event report




DATA LAYER: EVENT REPORTS
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"uuid": "o76e240b—5a76—4a8b—9eab—cfff551993dd",
"event_id": "2127",

"name": "Event report (1607362986)",

"content": "...",

"distribution": "s5",

"sharing_group_id": "o",

"timestamp": "1607362986"
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DATA LAYER: EVENT BUILDING BLOCKS - FULL

Context

Attribute é

Attribute
Attribute Context

Object

Reference

Object Attribute
Object Attribute

Object Attribute

Proposal

Event report

uope@L0)




CONTEXT LAYER




CONTEXT LAYER: NAMING CONVENTIONS

m Context layer

> Tags are free-text labels attached to events/attributes and

can come from Taxonomies
m Android Malware, C2, ...

» Taxonomies are a set of common classification allowing to
express the same vocabulary among a distributed set of
users and organisations

m tlp:green, false-positive:risk="high",
admiralty-scale:information-credibility="2"




CONTEXT LAYER: NAMING CONVENTIONS

m Context layer
> Galaxies are container copmosed of Galaxy-clusters that
belongs to the same family
m Similar to what Events are to Attributes
m Country, Threat actors, Botnet,..
» Galaxy-clusters are knowledge base items coming from
Galaxies.
W Basically a taxonomy with additional meta-information
B misp-galaxy:threat-actor="APT 29",
misp-galaxy:country="Tluxembourg"




CONTEXT LAYER: TAGS

Simple free-text labels

TLP AMBER
TLP:AMBER
tip-amber
tlp::amber
{
"name": "Android malware",
"colour": "#22681c",
"exportable": true,
"numerical_value": null,
}




CONTEXT LAYER: TAXONOMIES

Simple label standardised on common set of vocabularies

Purpose: Enable efficent classification globally understood,
easing consumption and automation.

Usecase: Provide classification such as: TLP, Confidence,
Source, Workflows, Event type, ...

|:| Tag Events Attributes Tags

[] warkflow:state="complate” 11 0 ¢
[ | workflow:state="draft" 0 0 [ worktiow:state="draft" [(3

|:| workflowstate="incomplete” 55 10 ¢
[ | workliow:state="ongoing" 0 0 | worktiow:state="ongoing" L3

N
(<))




CONTEXT LAYER: TAXONOMIES

1 {

2 "Taxonomy": {

3 "namespace": "admiralty—scale",

4 "description": "The Admiralty Scale or Ranking (also called
the NATO System)...",

5 "version": "6",

6 "exclusive": false,

7 ’

8 "entries": [

9 {

10 "tag": "admiralty—scale:information—credibility=\"1\"",

1 "expanded": "Information Credibility: Confirmed by other

sources",

12 "numerical_value": 100,

13 "exclusive_predicate": true,

1% be

15 .

16 1

17 }




CONTEXT LAYER: GALAXIES

Collectio

ns of galaxy clusters

ii Threat Actor galaxy

Galaxy ID
Name
Namespace
uui

Description

Version

next

8

Threat Actor

misp
69877407-8022-4204-9171-806e4106ada3

Threat actors are of malicious actors (or

cyber attack
presumed intent and historically observed behaviour.

3

[
Owner  Creator
D Published Value  Synonyms Og  Org  Defaull Activity #Events  #Relations Description Distribution  Actions.
7058 NA APTZ3  Dukes.Growp  wee  mse ¥ 0 20 &0 A 2015 report by F-Secure describe APT29 as: The Dukes Al 1<orE
100, Gozy Duke, : area . highly
CozyDuke, group that 9
EuroAPT, for the Russian Federation since at least 2008 to collect
CozyBear,

CozyCar, Cozer,

Inteligence in support of foreign and securtty policy
decision-making. The Dukes show unusual confidence in




CONTEXT LAYER: GALAXY CLUSTERS

Kownledge base items including a description, links, synonyms,
meta-information and relationships
Purpose: Enable description of complex high-level
information for classification
Usecase: Extensively describe elements such as threat
actors, countries, technique used, ...

Threat Actor :: APT 29

o o
My

-
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T
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B
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CONTEXT LAYER: GALAXY CLUSTERS

Galaxy cluster elements: Tabular view

Value

Actions
aftribution-confidence 50 w
cfi-suspected-state-sponsor Russian Federation L]
cl-suspected-victims United States 1
cir-suspected-victims China ]
cir-suspected-victims. New Zealand |

Galaxy cluster elements: JSON view

"attribution-confidence": [
w50

13
"cir-suspected-state-sponsor”; [
"Russian Federation”
1
"cfr-suspected-victims": [
“United States”,
“China,
"New Zealand",
“Ukraine”,




CONTEXT LAYER: GALAXY CLUSTERS

1 {

2 "uuid": "s5edaoca53—1d98—4do1—ae06—40daoaocoo20f",

3 "type": "fellowship—characters",

4 "value": "Aragorn wielding Anduril",

5 "tag_name": "misp—galaxy:fellowship—characters=\"c3fe9o7a—6a36
—4cd1—9456—dcdf3sc3foo7 \" ",

6 "description": "The Aragorn character wielding Anduril",

7 "source": "Middle—earth universe by J. R. R. Tolkien",

8 "authors": null,

9 "version": "1591347795",

10 "distribution": "o",

11 "sharing_group_id": null,

12 "default": false,

13 "extends_uuid": "s5edao117—1e14—4boa—9e26—34aff331dc3b",

14 "extends_version": "1591345431",

15 "GalaxyElement": [...],

16 "GalaxyClusterRelation": [...]

17}




CONTEXT LAYER: GALAXIES & GALAXY CLUSTERS

m MISP integrates MITRE’s Adversarial Tactics, Techniques, and
Common Knowledge (ATT&CK) and similar Galaxy Matrix

m MISP terminology of these matrixes: Galaxy Matrix

pre Atack - Atack patier [[ETSRPRRRPRRINPIRY | 5:cci  itck Patern — 11 wYShowal

ement Collection Extivration Command and control

Persistence ege escalation_ Defense. [—

Scroensaver Password Polcy Applesaipt Datafom inormation  Exflaton Over ‘Standard Appication
Weakness Discovery Reposiores. Atematve Prolocol | Layer Prolocal
Spearpnishing via ‘CommandLine nterface  Login tem AopCertDLLs Code Signing nput Capture System Network Distiouted Component  Data from Removable  Exfifaion Over Communicaton Through
senice ‘Confguration Discovery  Objectodel Vedia ‘Commandand Control  Removable Media
Channel
Tusteq Relatonship | User Exeeution e Aopliation Shimming  Rooit Bash Hisory [m— Pass e Hash
Control Protocal
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Removable Medla. Aocess Sonvcos
Explolt Public-Facin Tusied Developer Registy Run Keys/Stat  Startup tems. Explotation fo Defense  Prvale Keys Perpheral Device Rermole Deskiop Prolocol  Screen Caplure Schedued Tanster  Remote Access Tools
Appicator Folder Evaston Discovery
CRORTNTUTSNN vircows Vanagement  LG_LOAD_DYLIS New Service Nemork share Biute Force ‘Account Discovery Pass e Ticket Email Collecton Data Encrypled
Additon Connecton Ramoval
Valld Accounts Senvce Executon LsAss Diiver Sugo Cacing L Gliboard Data Exfivation Over Oter  Multiayer Encryption
Discovery Management Netork Medum
Supply Ghain omsTe Recommon i Tools System Network Vigeo Gapture Exfilration Over Physical  Domain Fronting
Compromisa ntorcoption ‘Connectons piscovery Medum
Timestomp LLUNANBTNS Network Service Remole Services Audo Gapture Dala Transir Size Linils  Data Obluscation
Contal Possoning Scanning
Moty Registy Gonnecton Proxy
joction Discovery Snared Drvve
source. Data fom Local System Commanly Used Port
Insiumeniaton Event Tools Discovery Sofware
Subscripion
SpacoatierFlename  Change DefaultFle  Launch Daamon Hidden Window Keyenain Data Encoding




GALAXY JSON MATRIX-LIKE

1 {
2 "description": "Universal Development and Security Guidelines as
Applicable to Election Technology.",
3 "icon": "map",
4 "kill_chain_order™: { \\Tab in the matrix
5 "example-of-threats": [ \\Column in the matrix
6 "setup | party/candidate-registration",
7 "setup | electoral-rolls",
8 "campaign | campaign-IT",
9 "all-phases | governement-IT",
10 "voting | election-technology",
11 "campaign/public-communication | media/press"
12 1
13}
14 "name": "Election guidelines",
15 "namespace": "misp",
16 "type": "guidelines",
17 "uuid": "c1dco3b2—-89b3—42a5—9d41—782ef726435a",
18 "version": 1
19 }




CLUSTER JSON MATRIX-LIKE

1 {

2 "description": "DoS or overload of party/campaign
registration, causing them to miss the deadline",

3 "meta": {

4 "date": "March 2018.",

5 "kill_chain": [ \\Define in which column the cluster should be placed

6 "example-of-threats:setup | party/candidate-registration”

7 y

8 "refs": [

9 "https://www. ria.ee/sites/default/files/content—editors/

kuberturve/cyber_security_of_election_technology.pdf

10 ]

1 },

12 "uuid": "154c6186—a007—4460—a029—ea23163448fe" ,

13 "value": "DoS or overload of party/campaign registration,
causing them to miss the deadline"

1}




EXPRESSING RELATION BETWEEN CLUSTERS

m Cluster can be related to one or more clusters using default
relationships from MISP objects and a list of tags to classify
the relation.

1 "related": [

2 {

3 "dest—uuid": "5ce5392a—3a6c—4e07—9df3—9b6ag9159ac45",
4 "tags": [

5 "estimative—language: likelihood —probability=\"likely \"
6 ]1

7 "type": "similar"

8

9 I,

10 "uuid": "ocas5163—e223 —4167—b1af—fo88ed14a93d",

1 "value": "Putter Panda"
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