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Dinsdag 10 april 2018

e Aankomst op Amsterdam Schiphol Airport vanuit Moskou
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Dinsdag 10 april 2018

e Begeleid door ambassadepersonneel
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Overzicht van Russische personen
e Diplomatieke paspoorten
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Aleksel MORENETS
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Ry ENT  Authortty

TMAL POCCHH _ |
PDRUSMORENETS<<ALEKSEI<<<<<<CECCEAEUREREN

1001355564RUS7707319M22041785€CESEEEERNSN

Naam: Aleksei Sergeyvich MORENETS
Geboortedatum: 31-07-1977
Geboorteplaats: Moermanskaya Oblast
Paspoortnr: 100135556

Rol: Cyber operator
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Evgenii SEREBRIAKOV
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Naam: Evgenii Mikhaylovich SEREBRIAKOV
(a.k.a. SEREBRYAKQOV)

Geboortedatum: 26-07-1981
Geboorteplaats: Koersk

Paspoortnr: 100135555

Rol: cyber operator
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Naam: Oleg Mijailovich SOTNIKOV
Geboortedatum: 24-08-1972
Geboorteplaats: Oeljanovsk
Paspoortnr: 120018866

Rol: HUMINT support
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Alexey MININ
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Naam: Alexey Valeryevich MININ
Geboortedatum: 27-05-1972
Geboorteplaats: Perm Oblast
Paspoortnr: 120017582

Rol: HUMINT support
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Huurovereenkomst auto
oCitroén C3, PF-934-R

Maarm BN Sotntk o .
Ldros Padmascover Strent 10 211
Postoodae [ plaang RUEE 14 RLSSEA

Lard Rusgia

Talatoon 051 7871559

verklaram dat zij ean overéenkomst habban gaslaten tor huur en veruur v

Bestuwrdor 2 r-.-:ll'nl'n R L s B
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Huurovereenkomst auto’

oCitroén C3, PF-934-R

ACCESSOIRES I INMAME / CHECK-IN
check-out check-in =
. Ol bebgor - w= dayk 0= pit

[ autopepiersn
[ radio /€O frentje
[[] navigatie CD 7 DVD

[7] hoedenplank O

[1] antenne ]

(7] ke / gereedschap [

1] wieidappan/velgen []

1] raserveband E

] zemerfwintsrbanden ]

[ aantal stoclen ]

[Doverige — [

DAMAGE:

YES /NO

[[1-Het woeruig is zonder schade Tifgegeven date & time ] Het voertuigis zonder schade ingenarmen
Hurder verkisirt akoord te gaan mel o ter hand gestelda slgemene e BNAG | Huirdar verdzan akoond fe gaar met e condites.

VETOId G ce OURTRRNKOMSL & ven Sxemplaar yan deze overeansamst sismede ot S g zoals hierboven omschieven t= habien orty
VoRNUIG 0 et mament Gan da aarvang van de hucLenooe i deidel|ie staal ot Zowel
‘sansprakelif voor nakeming van alle verpii

. Vertuiirder varklaart dat hat
aurier s e In de cusresakomst genosn i besturdeds) ziin hoofdelik

g e i Geie oo YOG,

entvangst van ket voertuig te meiden san anze vastigin

CHECK OUT

indien u niet in d= gelegenheid bont gew!ea!a-\uarmulmne sendertekenin on u heelt een opmeridng over de staat van hol vaeriig, dan dient u Git binnen Zur na |

CHECKIN

Handtekening ennaam JUUIdent - PR o TS p ke erraaim Juurder)

Hangtekening en naam vermuurder

— b @ning en naam verhuurder
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Verkenningen OPCW en omgeving
e Foto's genomen op 11 april, met camera van MININ
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Verkenningen OPCW en omgeving
e Foto's genomen op 12 april, met camera van MININ
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Verkenningen OPCW en omgeving
e Foto's genomen op 13 april, met camera van MININ
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Situatiekaart

¢ Locatie huurauto op
vrijdag 13 april

Bel Air
Congres.
en Events

Hall

Braseerie’

. Berlage
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Connected to:

-Smartphone
(4G)

-WiFi panel
antenna

Computer

Specialistische uitrustir
e Bedoeld voor hacken WiFi-v

WiFi panel
antenna
(covered)

Bag with
battery

Transformer
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Victim
WiFi
Router
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Panel
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Antenna

EE

UsB Smart Laptop

WiFi phone

use | | wuse | [ serial | | power |

Computer in car

)

12v
Battery

Power
Stabilizer
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WiFi-panelantenne

e VVerborgen onder jas
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Batterij

e Stroom-

apparatuur

Den Haag

e vy

VISV IY oy
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Chock Connection

voorziening voor

e Aangeschaft in

| —

L \TEN, MOTOREN & WATERSPORTARTIKELEN

16114
10-04-2018 aouond
€219.6%
VERKOOP 4 £181.53
EX- l;"‘ 2 ‘3:’5‘;—3
BTw c -
contant €219
KONTANTBON: 624399 Datum: 10/04/18
Artikel Omschriving

GR0OOS100 53 Ah onderhoudsvrij
00449007 MinnKota MK-110PE Acculader po
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Operationele modus operandi
¢ Veiligheidsbewustzijn

e GRU-inlichtingenofficieren namen afval mee uit hun hotelkamers

ceerd / For Official Use Only
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Operationele modus operandi

e Cash geld: 20.000 euro’s en 20.000 dollar
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09-04-2018

OPCW 07:09:46
09-04-2018
https://www.google.ru/maps/search/OPCW/@42.7111121,3.5078125,32 07:09:46
09-04-2018
Organization for the Prohibition Chemical Weapos 07:10:16
09-04-2018
Organization for the Prohibition Chemical Weapos 07:10:16
09-04-2018
https://www.google.ru/maps/search/Organization+for+the+Prohibition+Chemical+Weapos/@42.7111121,3.5078125,3z 07:10:16
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:17
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:17
https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.09096,4.2810983,17z/data=!3/09-04-2018
m1!4b1!4m5!3m4!1s0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 07:10:17
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:27
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:27

https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.090136,4.281903,17z/data=!4

09-04-2018

mM5!3m4!1s0x47c5b0c7e15ee87f:0xfa7c7523f39a9e0c!8m2!13d52.09096!4d4.283287 07:10:27
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:32
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:32
https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.0900569,4.2822248,17z/data [09-04-2018
=14m5!3m4!1s0x47c5b0c7el15ee87f:0xfa7c7523f39a9e0c!8m?2!3d52.09096!4d4.283287 07:10:32
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39

https://www.google.ru/maps/place/The+Hague+Marriott+Hotel/@52.0900569,4.2822248,17z/data=!4m12!1m6!3m5!1s0x47c5b0g
7el5ee87f:0xfa7c7523f39a9e0c!2sOrganisation+for+the+Prohibition+of+Chemical+Weapons!8m213d52.09096!4d4.283287!3m4!1s

Dx0:0xc44 DfeO 0 1ISm?213d 0000298!14d4 824 S

Online zoekslagen vanaf SEREBRIAKOV's laptop

e Interesse in gebouw OPCW-hoofdkwartier en onmiddellijke omgeving

09-04-2018
07:10:39
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Aanvullende specialistische uitrusting
s \Vervoerd door SEREBRIAKOV
e Bedoeld voor hacken WiFi-verbindingen
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The world's largest Open Database of Cell Towers

Locate devices without GPS, explore Mobile Operator coverage and more!
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Sony Xperia F3311
e Geactiveerd op 9 april, via telefoonmast in Moskou (GSM MCC: 250 MNC: 20 LAC: 27813 CID:
197679381)
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e Dichtstbijzijnde telefoonmast bij GRU-kazerne op Komsomolsky Prospekt 20, Moskou
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e Datum: 10 april 2018
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Achteringang van GRU-kazerne
e Komt uit op Nesvizhskiy Pereulok
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Marriott GUEST

S

19:08:00 +00:00

14:12:52 +00:00

cked

yerT>

FO-E5

OAIF896A5415

Vorige operaties: WiFi-verbindingen van SEREBRIAKOV’s laptop
eGrand Millenium Hotel (Kuala Lumpur, Maleisi€) van 16 tot 22 december 2017;

eAlpha Palmiers Hotel (Lausanne, Zwitserland) van 20 tot 22 september 2016;

ePalace Hotel (Lausanne, Zwitserland) op 20 september 2016.

Name anag Gateway Mac Location
Network Name Type [First Connect |Last Connected fed DNS Suffix Address Profile GUID (LAT/LON)
\Wireles2016-09-17 2016-09-17 Unchel<ko t ¢y v ¢t B [B4-E9-B0-C9- [7D30FD49-1E32-4618-8278- |Airport, Khimki,
Sheremetyevo Wi-Fi s 19:10:57 +00:00 [19:10:57 +00:00 [cked |y e T> 1E-40 AFF127C2F288} Russia
Wirelesf2016-09-20 2016-09-20 Unche 00-90-0B-29- {FC1F8A2C-7959-4COA- |_ausanne,
LP Public S 20:17:39 +00:00 [20:29:12 +00:00 [cked Jausanne-palace.nef02-D7 IAEOD-6ACAAA049420} Switserland
Wireles[2016-09-20 2016-09-22 Unche 00-1A-A2-9F- [(7E6EC1DO0-6B1A-467E- |_ausanne,
Hotel Alpha-Palmiers s 21:26:51 +00:00 [08:59:34 +00:00 [cked Jmonzoon.net OC-AE A81D-DFFFF2375E69} Switserland
Wireles2017-12-16 2017-12-22 Unche 00-E2-BA-58- [64746B9B-1E16-4366-AE08- Kuala Lumpur,
GMKLhotel S 03:21:01 +00:00 ]12:39:21 +00:00 [cked Jocaldomain ED-FB 38596037B691} Malaysia
Wireles018-04-10 2018-04-12 Unche hotspot.internet-for- [DO-BF-9C-3A- [2BSEOOFF-9942-4818-A5B9- Noordwijk,
Palace-Hotel-Guests s 02:58:44 +00:00 09:53:14 +00:00 [cked [|guests.com 66-B5 BOFC6DB523D2} Netherlands
\Wireles2018-04-12 2018-04-13 Unchelko Tt cy T crt B [B0-9A-4C-6A- [01ESBFAC9-4419-4B38-80B9- [The Hague,

Netherlands
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WI1s1LS,
visits,
wisdits,
visits,
wisits.,
vwisits,
visits,
wisits,

YRaA=T&r CL=]&0=&E5 M C=S&5 0Ur Ce=we&C O
O09-04-20158 0?':'933 o '?'7'?'?"7'7'?'?"?'? RRRRBRRRBIR RRRRA?
09-04-2018 08:05:22,
sacminAoPCw S Fact _ SheetsﬁRuss1anﬁFact sheet_3_—_0oPCwW_Structure. pdf
-Dug1e rufur175a T&rct=]&0=&esrc=5&s0Urce=weh&cd=1&ved=0ahUKEwio7 - Fwxazashvse
09-04-2018 0/:17:17,LABOR SPIEZ - SPIEZ LABORATORY,O,LIMK,,"d
snindex. hitm, 09-04 - 2018 06:18: 16, LABOR SPIEZ — SPIEZ LABORATORY
enindex. htm, 09-04-2018 06:20:00,LABOR SPIEZ - SPIEZ LABORATORY

visits. 13028, http A wownw swissinfa. chﬁengﬁsafety A55@5SMent——- _spiez- 1aburatury aces-chemical-weapons-t
visits. 13025, https: Mfwew. swissinfo. ch/eng/safety-assessment—--_spiez-lahoratory-aces-chemical-weapons-
visits, 13271, http: Afwww. swissinfo. ch/eng/safety-assessment— T
visits. 13272, https:Awew. swissinfo. chyeng/safety-assessment - spiez—1aburatnry—aces—chemica1—weapun -
vwisits, 136931, https /A, 5w1551nfu chy/eng/safety-assessment - ; "

visits, 13932, https: fwew. Tabor-spiez. chy/enindex. htm, 09-04 -2018 12 14:23, LABOR SPIEE - SPIEZ LABORATORY

Austrasse, 3700 Spiez, Liseiuapus

09-04-2018 07:03:01

ttps://www.google.ru/maps/place/Austrasse,+3700+Spiez,+%D0%A8%D0%B2%D0%B5%D0%B9%D1%86%D0%B0%D1%80%D0%B8
%D1%8F/@46.6931311,7.6467636,19.05z/data=!4m5!3m4!1s0x478fadb1ff520c9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.6432401?

09-04-2018 07:03:01

ttps:/ /www.google.ru/maps/place/Austrasse,+3700+Spiez,+%D0%A8%D0%B2%D0%B5%D0%B9%D1%86%D0%B0%D1%80%D0%B8
%D1%8F/@46.6931311,7.6467636,19.03z/data=!4m5!3m4!1s0x478fadb1ff520c9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.6432401?

09-04-2018 07:03:01

09-04-2018 07:03:07

09-04-2018 07:03:14

Doelwit: Spiez laboratorium
e Treintickets naar Bern

e Online zoekslagen naar Spiez laboratorium
e Google-maps prints van Russische diplomatieke faciliteiten in Bern en

Geneve
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Google Maps prints
e Russische diplomatieke faciliteiten in Bern en Geneve
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